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Securing Terminal Services

How is server-based
computing more secure than
client-based computing?

The terminal services model carries many administra-

tive benefits. However, terminal services does involve
security issues that don't enter into client-centric
computing. You have to worry about who is running
what on the terminal servers, whether users are
licensed for those applications, whether the commu-
nications between server and client can be inter-
cepted, and whether users can copy sensitive
information to their home computers. This white
paper examines some of the approaches to closing
security holes in server-based computing.

As shown in Figure 1, server-based computing is
more secure than client-based computing in several
regards. The main thing is the data never leaves the
server. With server-based computing, you are running
applications on the server and displaying them on the
client, but the data isn't there. The only thing that
happens on the client side is any user input that is
made through keystrokes and mouse clicks. This
means the data never has to leave the secure office
(although depending on the way you've set it up, it
may be visible for non-secured locations). It also
means that you are not depending on clients to back
up their computers. Those who have tried maintain-
ing a peer network node know that relying on individ-
uals to back up desktops is asking for trouble.

How IS senver-based computing
more secure than client-based?

« Data never leaves the server

« does not have to leave the secure office (although
may be visible)

= you're not dependent on clients to back up their

computers
« Possible to use thin clients
« Useless without a terminal server
= hot often vulnerable to viruses
= generally speaking, no way to save data locally

Figure 1
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It is possible to use thin clients with server-based
computing. The thin clients are useless without a
terminal server, however, which means no one can
walk off with them. Another feature of thin clients is
they are not generally vulnerable to viruses. For thin
clients, there is no way to save data locally. This can
be a major advantage in the case of a physical secu-
rity breach.

What security issues does
server-based computing
introduce?

Figure 2 lists a few challenges of server-based secu-
rity. One difficulty is that one person’s error can
impact dozens of people. In effect, many people are
sharing the same workstation, i.e., the terminal
server. This is one major reason not to use domain
controllers at terminal servers.

Now one issue related to having multiple people log-
ging onto the same server is that Windows by default
leaves everything unlocked. This is somewhat less
true in Windows 2003 than it is in Windows 2000,
but it's still true to a fairly significant extent. Publish-

ing single applications does not secure the desktop
(though some are under the impression that it does),
but if users can only see an application they can’t get
to know anything else. Some applications also pro-
vide easy access to the file system and users can
email applications to themselves. This certainly runs
counter to the goal of closing all the server-side secu-
rity holes.

What parts of the computing
infrastructure need to be
secured?

You should take a three-tiered approach to locking
down server-based computing. The first tier is to
secure the server. Next is to secure the connection
between client and server. The third prong is to
secure the client.

What are some approaches to
securing this infrastructure?

Regarding server security, the first step is to restrict
login access to the terminal server (see Figure 3).

Problems of terminal server
security

Many people are sharing a workstation

It’s possible to access a terminal server
from outside secured areas

User input travels across the network to
get to the application

Some terminal server settings allow users
to copy data to their local computers

Figure 2
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terminal server

connections

Restricting Logons

« By default, all users can log onto the

« Providing terminal-only logins
» give different permission sets for remote

= some tools allow for restricting access based
on terminal used for login

Figure 3

Once people are on the terminal server it is impor-
tant to restrict folder access. Once they are in the
folders they are allowed to access, you must prevent
unauthorized applications from executing.

In Windows 2000 and 2003, all users by default have
the right to login to the terminal server. In Windows
2000 you can fix that only on a per-user basis by
opening up the property dialog box and disabling that

login. In Windows 2003 you can use policies to disal-

low logins for organizational units. By now, most
administrators have installed the licensing fix that
came after Service Pack 2 for Windows 2000. But
before this licensing fix was applied, when people
connected to the terminal server their computer was
given a license, even before they successfully logged
on. And because of this, it was very easy to grant
licenses to people who never should have had them
in the first place. Therefore, it is very important to
install this licensing fix.

When you are restricting logins, some third party
software also gives you the ability to restrict access
based on what terminal they are using as opposed to
who they are, as well as giving different permission
sets based on which computer they are using.

There are a couple of different ways to restrict access
to the terminal server. First, we can prevent individu-
als and machines from logging on. Depending on
who that machine belongs to, we can also restrict
what the user does or what kind of access he has. You
can use the software restriction policies in Windows
XP to immediately restrict user access to the terminal
server.

Once the user is on the terminal server, you'll need to
restrict access to folders there (see Figure 4). When
you are installing terminal services, there is a section
in which you are asked what security settings you
want to have. However, the wizard doesn't really
explain what this means. Windows NT on the other
hand allows modification of files in system

folders. This is done for backward compatibility with
applications that want to write to INI files stored in
the system directory.

Generally speaking, you don’t want to give users the
ability to modify any content in the system directory.
What you can do instead is to modify permission on
per-application folders or files, so they only have
modified permission on the folders they need as
opposed to the whole thing. If you want to make sure
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Documents

Restricting Folder Access

« Windows Server security vs. NT-
compatible security

« Restricting access to per-user My

Figure 4

users have access only to the My Documents folder,
that will keep them from having access to other fold-
ers and subfolders.

Preventing unauthorized applications from running
is a bit more complicated (see Figure 5). As men-
tioned, you don't want users to run every application
they can get to even if the application is installed on
purpose on the terminal server. You may not have

licenses for everyone to run that application. It is pos-

sible that a terminal server could be infected with a
virus. A user could potentially download and execute
malicious software. Some software you don't want
people to run because it is resource-intensive even if
it is not malicious.

In Windows 2000, you use user-group policies to pre-

vent unauthorized applications from running. It is
possible to lock down the user environment, which
means not just controlling which applications are
executed, but also controlling whether or not people
have access to run the taskbar or anything else from
the operating system. However, this requires
enabling and setting 32 separate policies and you
need to get all of them.

Group policies apply mainly to users, not to
machines, and even when they do apply to machines
they apply to the terminal server. They do not apply to
the client computers, so if you have a setup that
requires that people only use an application if they
are logged in at a certain terminal, that will not be an
option using group policies. And of course using
group policies will require Active Directory. Although
Active Directory has been available for some years,
many companies are only just beginning to roll it out.

Windows 2003 has group policies and some addi-
tional features to make tuning a bit easier. It also has
something called software restriction policies, sepa-
rate from the group policies, that improve the per-
application restrictions. These policies prevent appli-
cations from executing, regardless of what process
they are launched from. Its policies are a “white list”
or “black list” model. White list means you provide a
list of applications that are allowed to execute on that
terminal server. Black list means you provide a list of
ones that are not allowed to execute. Software restric-
tion policies are only available for Windows Server
2003 terminal servers.
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=« malicious software

Preventing Unauthorized
Applications from Running

You don’'t want users running every
application they can get to

= Unlicensed software

= resource-intensive software
Group policies
Software restriction policies
Process-specific restrictions

Figure g

In setting up a terminal server, it is to your advantage
to start with nothing and then apply selectively as
opposed to starting with everything. If you start with
nothing you know exactly what has been given to the
users. You don’t have to worry about what they might
have that you don't know about.

Line security

There are three different types of line security: display
protocol encryption, wireless networks, and protec-
tion for outside connections. For display protocol
encryption, you can use both RDP (which is used by
Windows Terminal Services) and ICA (which is used
by MetaFrame) and all versions of MetaFrame sup-
port encryption. The level of encryption governs the
level of encryption between client and server. In RDP,
for example, the default level of encryption is
medium, which means that all communications
between and client and server are encrypted with a
40-bit algorithm (if you are using an operating sys-
tem prior to Windows 2000) or 56-bit (if the client is
running Windows 2000 Professional or XP Profes-
sional). Low encryption covers only the initial login,
namely the password, and not if the user has passed
through after the connection is made.

Just doing protocol encryption may not be enough,
however. If you use wireless networks, you should
also use wireless encryption. You should also create a
white list of MAC addresses that are allowed to use
the network. If you do that, people who are not per-
mitted to get on the network generally don't have the
skills to get on.

Workers outside the office might access the network
through a virtual private network or with SSL. Cur-
rently only ICA supports SSL. SSL is best for securing
connections to people when you can't be sure what
computers they will be using. It enables you to have a
secured session where the user is logging in from a
hotel computer, a terminal, a laptop—it really doesn’t
matter what machine they are working from or even
which IP address they have.

VPN are better for when you know which computer
is permitted and need a more secure connection. For
example, if you want to know that someone is using a
certain machine, has a static IP address, or it is going
to be a certain IP address.
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Connection security

As for client security, in Windows 2003, RDP now
supports drive mapping. This is not true in earlier
versions of Windows Terminal Services. Drive map-
ping is convenient but it means you now have access
to the locally driven hard drives on a client computer,
so people can copy data and put it on their client
computer. For this reason, drive mapping is not
enabled by default on the client. To turn it on you will
need to enable it actively. You can also disable this
capability on the server side, which you would want to
do if you have sensitive data that you can’t afford to
have stored on someone else’s hard drive. Another
option is disabling clipboard mapping.

Normally speaking in RDP and ICA, it is possible for
users to test in a terminal session and copy it to their
local session or vice versa. If you do that, then you
will have the document once you save it. If you are
trying to make sure the data cannot leave the termi-
nal server and you want to disable clipboard map-
ping, once again that can be done on the server on
either a per-user or per-protocol basis.

Although it is possible to include the user login to
automatically login to the terminal or with ICA to
pass through authentication, it is a good idea to dis-
able that option. Although it is more convenient for
the user it does set the stage for foul play if someone
leaves their desktop unattended. Then someone
could login to the terminal server without having to
know any login. Once they are on to the terminal
server, they implicitly have access to the network.

In summary, terminal services can be more secure
than client-centric computing because you have bet-
ter control over where the data is stored. But the
shared environment does introduce new issues to
worry about. When addressing these issues, you will
need to balance the security of your environment
against inconvenience to the users. It is simpler to
allow drive mapping and it is simpler to allow key-
board mapping, for example. If you disable those you
may hear about that from the users. On the other
hand it depends somewhat on the degree of security
you need to have for your data.
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Common Questions

Question: If an enterprise has only one server, why
should domain controllers not be terminal servers?

Answer: For viability reasons, you don’t want anyone
working on the terminal server and doing something
that takes down the terminal server, not only taking
down everyone else’s workstation but also taking
down the domain controller. This is less of a problem
now than it used to be because there are a number of
tools for managing print drivers. But it is possible for
a print driver to take down the terminal server. Say,
for example, someone is printing, those print drivers
are not supported in the terminal server and the
server blue-screens. At that point we have taken down
not only everybody who is working on that terminal
server but also any functions the domain controller

should be handling. That means no one can authenti-

cate until the domain controller comes back up, and
if an enterprise only has one server, it only has one
domain controller. This is not a recommended
approach.

Question: | am concerned about usage of my soft-
ware via Terminal Services beyond what | licensed it
for. The licensing software | use attempts to tell you if
you are using Terminal Services but | don't think this
will work correctly in all configurations.

Answer: Most applications don’t have good license
metering built into them. Being able to determine
who is launching the application, who is running it,
and prevent that based on user identity would be a
step in the right direction.

Question: Are there any benefits to using Windows
Server 2003 versus Windows Server 2000 in terms of
terminal services?

Answer: On the client side, you have drive mapping,
you have greater color depth, you have a faster con-
nection. It is much snappier now than it has ever
been even with more features enabled. On the server
side, what really makes it more usable is the addition
of group policies for managing terminal server set-

tings. In Windows 2000, you have to configure termi-

nal server settings either on a per-protocol basis,
which means for everybody using RDP, or on a per-
user basis. None of these settings were exposed to
WMI so you couldn't access them through adminis-
trative scripting. If you want to configure remote con-
trol settings on a per-user basis, for example, you
need to open each user’s properties and go through
the configuration. The major differences in Windows
Server 2003 are a richer client experience for users
and somewhat better administration on the server
side.

Question: Is there a central source for obtaining or
identifying approved drivers since they always seem
to be a problem?

Answer: When it comes to printer drivers, anything
that's included with the operating system is
approved. However, you can't count on a driver being
included with the operating system because new
printer drivers come out all the time. What you need
to do instead: use driver management tools (like
those that are available with MetaFrame) and other
third-party tools. Then, test your drivers. Make sure
they work and then distribute them to terminal serv-
ers so they are pre-installed. Another option is to
avoid the problem altogether using the universal
printer drivers available with MetaFrame. Universal
printer drivers are not in fact universal, they are just
relatively flexible. They are meant to work with most
printers. They will give you up to a certain degree of
resolution, up to a certain degree of color. If you need
a more complete solution that avoids the universal
printer driver, you could use virtual printer drivers.

Question: What thin clients have you found to work
best?

Answer: \Wyse now offers a wireless thin client that is
easy to carry around. Thin client selection criteria
include a small form factor, flexibility, and good man-
agement software on the client. The whole point of
using thin clients is to make the environment easy to
manage. The client's management software is an
important part of that.
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Question: Are there any known security threats single application. However, if the window is not

designed specifically for terminal service? identified as an individual application, it still identifies
an RDP session.

Answer: There have been reports of some denial-of-

service attacks against port 3389 and port 1494, Question: Is there any easy way to check and/or

which is one reason you don’t want it accessible to switch security compatibility mode in terminal ser-

the outside world. vice?

Question: Does Terminal Services support individual Answer: Yes, you can check at the terminal server’s

application publishing? configuration; the information is exposed there. It will
indicate Windows 2000-compatible security, legacy

Answer: Yes, to some degree. What you can do is set security, NT security. To change that, you may need to

up the Terminal Services session so it displays only a reinstall the service.
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